Security Testing

Description

Describes some of the issuesinvolved in testing the various interfaces through which software communicates
with its environment. These include:

» ldentification of architectural, design, and implementation risks

* Risk-driven test creation

» Dependency attacks

* User Interface attacks

* File system attacks

e Design attacks

* Implementation attacks

* Penetration testing

e Static vulnerahility scanning

» Test coverage

e Test depth analysis
The primary objective is to improve the understanding of some of the processes of security testing, such as

test vector generation, test code generation, results analysis, and reporting. Thiswill help testers to improve
the generation of test vectors and increase confidence in the tests of security function behaviors.

Overview Articles

Name Version Creation Time Abstract
Risk-Based and Functional 9/9/09 10:40:22 AM This article discusses the role of
Security Testing software testing in a security-

oriented software devel opment
process. It focuses on two related
topics: functional security testing
and risk-based security testing.
Functional testing is meant to
ensure that software behaves as
it should. Therefore, it islargely
based on software requirements.
Risk-based testing is based on
software risks, and each test is
intended to probe a specific risk
that was previously identified
through risk analysis.
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Functional testing is meant to
ensure that software behaves as
it should. Therefore, it islargely
based on software requirements.
Risk-based testing is based on
software risks, and each test is
intended to praobe a specific risk
that was previously identified
through risk analysis.
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This article discusses the role of
software testing in a security-
oriented software devel opment
process. It focuses on two related
topics: functional security testing
and risk-based security testing.
Functional testing is meant to
ensure that software behaves as
it should. Therefore, it islargely
based on software requirements.
Risk-based testing is based on
software risks, and each test is
intended to probe a specific risk
that was previously identified
through risk analysis.
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